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CWE-1: Location

CWE-1: Location

Description
Summary
Weaknesses in this category are organized based on which phase they are introduced during the
software development and deployment process.
Relationships

Nature Type ID Name Page
ParentOf 2 Environment 699 1
ParentOf 16 Configuration 699 15
ParentOf 17 Code 699 17
MemberOf 699 Development Concepts 699 1081

CWE-2: Environment

Description
Summary
Weaknesses in this category are typically introduced during unexpected environmental
conditions.
Relationships

Nature Type ID Name Page
ChildOf 1 Location 699 1
ChildOf 933  OWASP Top Ten 2013 Category A5 - Security 928 1359
Misconfiguration
ParentOf 3 Technology-specific Environment Issues 699 1
ParentOf (V] 5 J2EE Misconfiguration: Data Transmission Without Encryption 700 2
ParentOf (V] 6 J2EE Misconfiguration: Insufficient Session-ID Length 700 3
ParentOf (V] 7 J2EE Misconfiguration: Missing Custom Error Page 700 5
ParentOf (V] 8 J2EE Misconfiguration: Entity Bean Declared Remote 700 6
ParentOf (V] 9 J2EE Misconfiguration: Weak Access Permissions for EJB 700 7
Methods
ParentOf (V] 11 ASP.NET Misconfiguration: Creating Debug Binary 700 8
ParentOf (V] 12 ASP.NET Misconfiguration: Missing Custom Error Page 700 9
ParentOf (V] 13 ASP.NET Misconfiguration: Password in Configuration File 700 11
ParentOf (B] 14 Compiler Removal of Code to Clear Buffers 699 12
700
ParentOf (B] 15 External Control of System or Configuration Setting 699 14
ParentOf [C] 435 Interaction Error 699 748
ParentOf (B) 552 Files or Directories Accessible to External Parties 699 889
ParentOf (V] 650  Trusting HTTP Permission Methods on the Server Side 699 1007
MemberOf 700 Seven Pernicious Kingdoms 700 1081

CWE-3: Technology-specific Environment Issues

Category ID: 3 (Category) Status: Draft
Description
Summary
Weaknesses in this category are typically introduced during unexpected environmental conditions
in particular technologies.
Relationships
Nature Type ID Name Page
ChildOf 2 Environment 699 1

=

uoIe207 :T-IMD



CWE-4: J2EE Environment Issues

CWE Version 2.8
CWE-4: J2EE Environment Issues

Nature Type ID Name Page
ParentOf 4 J2EE Environment Issues 699 2
ParentOf 519 .NET Environment Issues 699 860

CWE-4: J2EE Environment Issues

Description
Summary
J2EE framework related environment issues with security implications.
Relationships

Nature Type ID Name Page

ChildOf 3 Technology-specific Environment Issues 699 1

ChildOf 731 OWASP Top Ten 2004 Category A10 - Insecure Configuration 711 1120
Management

ParentOf (V] 5 J2EE Misconfiguration: Data Transmission Without Encryption 699 2

ParentOf 9 6 J2EE Misconfiguration: Insufficient Session-ID Length 699 3

ParentOf (V] 7 J2EE Misconfiguration: Missing Custom Error Page 699 5

ParentOf 9 8 J2EE Misconfiguration: Entity Bean Declared Remote 699 6

ParentOf (V] 9 J2EE Misconfiguration: Weak Access Permissions for EJB 699 7
Methods

ParentOf (V] 555  J2EE Misconfiguration: Plaintext Password in Configuration 699 892
File

Taxonomy Mappings
Mapped Taxonomy Name Node ID  Fit Mapped Node Name
OWASP Top Ten 2004 Al10 CWE More Specific Insecure Configuration Management

CWE-5: J2EE Misconfiguration: Data Transmission

Without Encryption

Description
Summary
Information sent over a network can be compromised while in transit. An attacker may be able to
read/modify the contents if the data are sent in plaintext or are weakly encrypted.
Time of Introduction
¢ Implementation
¢ Operation
Applicable Platforms
Languages
* Java
Common Consequences
Confidentiality
Integrity
Read application data
Modify application data
Potential Mitigations
System Configuration
The application configuration should ensure that SSL or an encryption mechanism of equivalent
strength and vetted reputation is used for all access-controlled pages.
Other Notes
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CWE-6: J2EE Misconfiguration: Insufficient Session-ID Length

If an application uses SSL to guarantee confidential communication with client browsers, the
application configuration should make it impossible to view any access controlled page without
SSL. There are three common ways for SSL to be bypassed:
A user manually enters URL and types "HTTP" rather than "HTTPS".
Attackers intentionally send a user to an insecure URL.
A programmer erroneously creates a relative link to a page in the application, which does not
switch from HTTP to HTTPS. (This is particularly easy to do when the link moves between public
and secured areas on a web site.)
Relationships

Nature Type ID Name Page
ChildOf 2 Environment 700 1
ChildOf 4 J2EE Environment Issues 699 2
ChildOf (B) 319 Cleartext Transmission of Sensitive Information 1000 562
ChildOf 963 SFP Secondary Cluster: Exposed Data 888 1377

Taxonomy Mappings
Mapped Taxonomy Name Mapped Node Name

7 Pernicious Kingdoms J2EE Misconfiguration: Insecure Transport
CWE-6: J2EE Misconfiguration: Insufficient Session-ID
Length
Weakness ID: 6 (Weakness Variant) Status: Incomplete
Description

Summary

The J2EE application is configured to use an insufficient session ID length.
Extended Description
If an attacker can guess or steal a session ID, then he/she may be able to take over the user's
session (called session hijacking). The number of possible session IDs increases with increased
session ID length, making it more difficult to guess or steal a session ID.
Time of Introduction
« Architecture and Design
¢ Implementation
Applicable Platforms
Languages
» Java
Common Consequences
Access Control
Gain privileges / assume identity
If an attacker can guess an authenticated user's session identifier, they can take over the user's
session.
Enabling Factors for Exploitation
If attackers use a botnet with hundreds or thousands of drone computers, it is reasonable to
assume that they could attempt tens of thousands of guesses per second. If the web site in
question is large and popular, a high volume of guessing might go unnoticed for some time.
Demonstrative Examples
The following XML example code is a deployment descriptor for a Java web application deployed
on a Sun Java Application Server. This deployment descriptor includes a session configuration
property for configuring the session ID length.
XML Example: Bad Code

<sun-web-app>

<session-config>
<session-properties>
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CWE Version 2.8
CWE-6: J2EE Misconfiguration: Insufficient Session-ID Length

<property name="idLengthBytes" value="8">
<description>The number of bytes in this web module's session ID.</description>
</property>
</session-properties>
</session-config>

</sun-web-app>

This deployment descriptor has set the session ID length for this Java web application to 8 bytes
(or 64 bits). The session ID length for Java web applications should be set to 16 bytes (128 bits) to
prevent attackers from guessing and/or stealing a session ID and taking over a user's session.
Note for most application servers including the Sun Java Application Server the session ID length
is by default set to 128 bits and should not be changed. And for many application servers the
session ID length cannot be changed from this default setting. Check your application server
documentation for the session ID length default setting and configuration options to ensure that the
session ID length is set to 128 bits.
Potential Mitigations
Implementation
Session identifiers should be at least 128 bits long to prevent brute-force session guessing. A
shorter session identifier leaves the application open to brute-force session guessing attacks.
Implementation
A lower bound on the number of valid session identifiers that are available to be guessed is the
number of users that are active on a site at any given moment. However, any users that abandon
their sessions without logging out will increase this number. (This is one of many good reasons to
have a short inactive session timeout.) With a 64 bit session identifier, assume 32 bits of entropy.
For a large web site, assume that the attacker can try 1,000 guesses per second and that there
are 10,000 valid session identifiers at any given moment. Given these assumptions, the expected
time for an attacker to successfully guess a valid session identifier is less than 4 minutes. Now
assume a 128 bit session identifier that provides 64 bits of entropy. With a very large web site, an
attacker might try 10,000 guesses per second with 100,000 valid session identifiers available to
be guessed. Given these assumptions, the expected time for an attacker to successfully guess a
valid session identifier is greater than 292 years.
Background Details
Session ID's can be used to identify communicating parties in a web environment.
The expected number of seconds required to guess a valid session identifier is given by the
equation: (2°B+1)/(2*A*S) Where: - B is the number of bits of entropy in the session identifier. -
A is the number of guesses an attacker can try each second. - S is the number of valid session
identifiers that are valid and available to be guessed at any given time. The number of bits of
entropy in the session identifier is always less than the total number of bits in the session identifier.
For example, if session identifiers were provided in ascending order, there would be close to zero
bits of entropy in the session identifier no matter the identifier's length. Assuming that the session
identifiers are being generated using a good source of random numbers, we will estimate the
number of bits of entropy in a session identifier to be half the total number of bits in the session
identifier. For realistic identifier lengths this is possible, though perhaps optimistic.
Relationships

Nature Type ID Name Page
ChildOf 2 Environment 700 1
ChildOf 4 J2EE Environment Issues 699 2
ChildOf (B] 334 Small Space of Random Values 1000 589
ChildOf 965 SFP Secondary Cluster: Insecure Session Management 888 1379

Taxonomy Mappings
Mapped Taxonomy Name Mapped Node Name
7 Pernicious Kingdoms J2EE Misconfiguration: Insufficient Session-ID Length

Related Attack Patterns
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CWE-7: J2EE Misconfiguration: Missing Custom Error Page

CAPEC-ID Attack Pattern Name (CAPEC Version 2.6)
21 Exploitation of Session Variables, Resource IDs and other Trusted Credentials
59 Session Credential Falsification through Prediction

References

< http://lwww.securiteam.com/securityreviews/5STPOFOUEVQ.html >.

CWE-7: J2EE Misconfiguration: Missing Custom Error
Page

Weakness ID: 7 (Weakness Variant) Status: Incomplete

Description
Summary
The default error page of a web application should not display sensitive information about the
software system.
Extended Description
A Web application must define a default error page for 4xx errors (e.g. 404), 5xx (e.g. 500) errors
and catch java.lang.Throwable exceptions to prevent attackers from mining information from the
application container's built-in error response.
When an attacker explores a web site looking for vulnerabilities, the amount of information that
the site provides is crucial to the eventual success or failure of any attempted attacks.
Time of Introduction
 Architecture and Design
¢ Implementation
Applicable Platforms
Languages
» Java
Common Consequences
Confidentiality
Read application data
A stack trace might show the attacker a malformed SQL query string, the type of database being
used, and the version of the application container. This information enables the attacker to target
known vulnerabilities in these components.
Demonstrative Examples
In the snippet below, an unchecked runtime exception thrown from within the try block may cause
the container to display its default error page (which may contain a full stack trace, among other
things).
Java Example: Bad Code

Public void doPost(HttpServletRequest request, HttpServletResponse response) throws ServletException, IOException {
try {

} catch (ApplicationSpecificException ase) {
logger.error("Caught: " + ase.toString());
}
}

Potential Mitigations

Implementation
Handle exceptions appropriately in source code.

Implementation

System Configuration
Always define appropriate error pages. The application configuration should specify a default
error page in order to guarantee that the application will never leak error messages to an attacker.
Handling standard HTTP error codes is useful and user-friendly in addition to being a good
security practice, and a good configuration will also define a last-chance error handler that
catches any exception that could possibly be thrown by the application.
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CWE Version 2.8
CWE-8: J2EE Misconfiguration: Entity Bean Declared Remote

Implementation
Do not attempt to process an error or attempt to mask it.
Implementation
Verify return values are correct and do not supply sensitive information about the system.
Relationships

Nature Type ID Name Page
ChildOf 2 Environment 700 1
ChildOf 4 J2EE Environment Issues 699 2
ChildOf 728 OWASP Top Ten 2004 Category A7 - Improper Error 711 1119
Handling
ChildOf [C] 756 Missing Custom Error Page 699 1151
1000
ChildOf 963 SFP Secondary Cluster: Exposed Data 888 1377

Taxonomy Mappings
Mapped Taxonomy Name Mapped Node Name
7 Pernicious Kingdoms J2EE Misconfiguration: Missing Error Handling

References
M. Howard, D. LeBlanc and J. Viega. "19 Deadly Sins of Software Security". McGraw-Hill/Osborne.
2005.

CWE-8: J2EE Misconfiguration: Entity Bean Declared
Remote

Weakness ID: 8 (Weakness Variant) Status: Incomplete

Description
Summary
When an application exposes a remote interface for an entity bean, it might also expose methods
that get or set the bean's data. These methods could be leveraged to read sensitive information,
or to change data in ways that violate the application's expectations, potentially leading to other
vulnerabilities.
Time of Introduction
¢ Architecture and Design
¢ Implementation
Common Consequences
Confidentiality
Integrity
Read application data
Modify application data
Demonstrative Examples

XML Example: Bad Code

<ejb-jar>
<enterprise-beans>
<entity>
<ejb-name>EmployeeRecord</ejb-name>
<home>com.wombat.empl.EmployeeRecordHome</home>
<remote>com.wombat.empl.EmployeeRecord</remote>

</entity>

</enterprise-beans>
<lejb-jar>

Potential Mitigations
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CWE-9: J2EE Misconfiguration: Weak Access Permissions for EJB Methods

Implementation
Declare Java beans "local" when possible. When a bean must be remotely accessible, make
sure that sensitive information is not exposed, and ensure that the application logic performs
appropriate validation of any data that might be modified by an attacker.
Other Notes
Entity beans that expose a remote interface become part of an application's attack surface. For
performance reasons, an application should rarely use remote entity beans, so there is a good
chance that a remote entity bean declaration is an error.
Relationships

Nature Type ID Name Page
ChildOf 2 Environment 700 1
ChildOf 4 J2EE Environment Issues 699 2
ChildOf [C] 668 Exposure of Resource to Wrong Sphere 1000 1035
ChildOf 963 SFP Secondary Cluster: Exposed Data 888 1377

Taxonomy Mappings
Mapped Taxonomy Name Node ID Mapped Node Name
7 Pernicious Kingdoms J2EE Misconfiguration: Unsafe Bean Declaration
Software Fault Patterns SFP23 Exposed Data

CWE-9: J2EE Misconfiguration: Weak Access Permissions
for EJB Methods

Description
Summary
If elevated access rights are assigned to EJB methods, then an attacker can take advantage of
the permissions to exploit the software system.
Extended Description
If the EJB deployment descriptor contains one or more method permissions that grant access to
the special ANYONE role, it indicates that access control for the application has not been fully
thought through or that the application is structured in such a way that reasonable access control
restrictions are impossible.
Time of Introduction
« Architecture and Design
¢ Implementation
Common Consequences
Other
Other
Demonstrative Examples
The following deployment descriptor grants ANYONE permission to invoke the Employee EJB's
method named getSalary().
XML Example: Bad Code

<ejb-jar>

<assembly-descriptor>
<method-permission>
<role-name>ANYONE</role-name>
<method>
<ejb-name>Employee</ejb-name>
<method-name>getSalary</method-name>
</method-permission>
</assembly-descriptor>

</ejb-jar>
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CWE Version 2.8
CWE-10: ASP.NET Environment Issues

Potential Mitigations
Architecture and Design
System Configuration
Follow the principle of least privilege when assigning access rights to EJB methods. Permission to
invoke EJB methods should not be granted to the ANYONE role.
Relationships

Nature Type ID Name Page
ChildOf 2 Environment 700 1
ChildOf 4 J2EE Environment Issues 699 2
ChildOf (B) 266 Incorrect Privilege Assignment 1000 471
ChildOf 723 OWASP Top Ten 2004 Category A2 - Broken Access Control 711 1116
ChildOf 901 SFP Primary Cluster: Privilege 888 1328

Taxonomy Mappings
Mapped Taxonomy Name Mapped Node Name
7 Pernicious Kingdoms J2EE Misconfiguration: Weak Access Permissions

CWE-10: ASP.NET Environment Issues

Description
Summary
ASP.NET framework/language related environment issues with security implications.
Relationships

Nature Type ID Name Page
ChildOf 519 .NET Environment Issues 699 860
ChildOf 731 OWASP Top Ten 2004 Category A10 - Insecure Configuration 711 1120
Management
ParentOf (V] 11 ASP.NET Misconfiguration: Creating Debug Binary 699 8
ParentOf (V] 12 ASP.NET Misconfiguration: Missing Custom Error Page 699 9
ParentOf (V] 13 ASP.NET Misconfiguration: Password in Configuration File 699 11
ParentOf (V] 554  ASP.NET Misconfiguration: Not Using Input Validation 699 891
Framework
ParentOf (V] 556  ASP.NET Misconfiguration: Use of Identity Impersonation 699 892
Taxonomy Mappings
Mapped Taxonomy Name Node ID Fit Mapped Node Name
OWASP Top Ten 2004 A10 CWE More Specific  Insecure Configuration Management
CWE-11: ASP.NET Misconfiguration: Creating Debug
Binary
Weakness ID: 11 (Weakness Variant)
Description
Summary

Debugging messages help attackers learn about the system and plan a form of attack.
Extended Description
ASP .NET applications can be configured to produce debug binaries. These binaries give detailed
debugging messages and should not be used in production environments. Debug binaries are
meant to be used in a development or testing environment and can pose a security risk if they are
deployed to production.
Time of Introduction
¢ Implementation
¢ Operation
Applicable Platforms
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CWE Version 2.8
CWE-12: ASP.NET Misconfiguration: Missing Custom Error Page

Languages
 .NET
Common Consequences
Confidentiality
Read application data
Attackers can leverage the additional information they gain from debugging output to mount
attacks targeted on the framework, database, or other resources used by the application.
Demonstrative Examples
The file web.config contains the debug mode setting. Setting debug to "true” will let the browser
display debugging information.
XML Example: Bad Code
<?xml version="1.0" encoding="utf-8" ?>
<configuration>
<system.web>
<compilation
defaultLanguage="c#"

debug="true"
>

</system.web>
</configuration>

Change the debug mode to false when the application is deployed into production.
Potential Mitigations
System Configuration
Avoid releasing debug binaries into the production environment. Change the debug mode to false
when the application is deployed into production.
Background Details
The debug attribute of the <compilation> tag defines whether compiled binaries should include
debugging information. The use of debug binaries causes an application to provide as much
information about itself as possible to the user.
Relationships

Nature Type ID Name Page
ChildOf 2 Environment 700 1
ChildOf 10 ASP.NET Environment Issues 699 8
ChildOf (V] 215 Information Exposure Through Debug Information 1000 409
ChildOf 963 SFP Secondary Cluster: Exposed Data 888 1377

Taxonomy Mappings
Mapped Taxonomy Name Mapped Node Name

7 Pernicious Kingdoms ASP.NET Misconfiguration: Creating Debug Binary
CWE-12: ASP.NET Misconfiguration: Missing Custom Error
Page
Weakness ID: 12 (Weakness Variant) Status: Draft
Description

Summary

An ASP .NET application must enable custom error pages in order to prevent attackers from
mining information from the framework’s built-in responses.
Time of Introduction
* Implementation
¢ Operation
Applicable Platforms
Languages
 .NET

abed 10443 woisnd BuissIN :uoeInBiyuodSIN 1IN'dSY Z2T-IMD



CWE-12: ASP.NET Misconfiguration: Missing Custom Error Page

CWE Version 2.8
CWE-12: ASP.NET Misconfiguration: Missing Custom Error Page

Common Consequences
Confidentiality
Read application data
Default error pages gives detailed information about the error that occurred, and should not be
used in production environments.
Attackers can leverage the additional information provided by a default error page to mount
attacks targeted on the framework, database, or other resources used by the application.
Demonstrative Examples
An insecure ASP.NET application setting:
ASP.NET Example: Bad Code

<customErrors mode="0ff" />

Custom error message mode is turned off. An ASP.NET error message with detailed stack trace
and platform versions will be returned.

Here is a more secure setting:

ASP.NET Example: Good Code

<customErrors mode="RemoteOnly" />

Custom error message mode for remote users only. No defaultRedirect error page is specified.
The local user on the web server will see a detailed stack trace. For remote users, an ASP.NET
error message with the server customError configuration setting and the platform version will be
returned.
Potential Mitigations
System Configuration
Implementation
Handle exceptions appropriately in source code. The best practice is to use a custom error
message. Make sure that the mode attribute is set to "RemoteOnly" in the web.config file as
shown in the following example.
Good Code

<customErrors mode="RemoteOnly" />

The mode attribute of the <customErrors> tag in the Web.config file defines whether custom or
default error pages are used. It should be configured to use a custom page as follows:
Good Code

<customErrors mode="0On" defaultRedirect="YourErrorPage.htm" />

Architecture and Design
Do not attempt to process an error or attempt to mask it.
Implementation
Verify return values are correct and do not supply sensitive information about the system.
System Configuration
ASP .NET applications should be configured to use custom error pages instead of the framework
default page.
Background Details
The mode attribute of the <customErrors> tag defines whether custom or default error pages are
used.
Relationships

Nature Type ID Name Page
ChildOf 2 Environment 700 1
ChildOf 10 ASP.NET Environment Issues 699 8
ChildOf (C) 756 Missing Custom Error Page 1000 1151
ChildOf 963 SFP Secondary Cluster: Exposed Data 888 1377

Taxonomy Mappings
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CWE Version 2.8
CWE-13: ASP.NET Misconfiguration: Password in Configuration File

Mapped Taxonomy Name Mapped Node Name
7 Pernicious Kingdoms ASP.NET Misconfiguration: Missing Custom Error Handling

References
M. Howard, D. LeBlanc and J. Viega. "19 Deadly Sins of Software Security". McGraw-Hill/Osborne.
2005.
OWASP, Fortify Software. "ASP.NET Misconfiguration: Missing Custom Error Handling". < http://
www.owasp.org/index.php/ASP.NET_Misconfiguration:_Missing_Custom_Error_Handling >.

CWE-13: ASP.NET Misconfiguration: Password in

Configuration File
Weakness ID: 13 (Weakness Variant)

Description
Summary
Storing a plaintext password in a configuration file allows anyone who can read the file access to
the password-protected resource making them an easy target for attackers.
Time of Introduction
* Architecture and Design
¢ Implementation
Common Consequences
Access Control
Gain privileges / assume identity
Demonstrative Examples
Example 1:
The following excerpt from an XML configuration file defines a connectionString for connecting to a
database.
XML Example: Bad Code
<connectionStrings>
<add name="ud_DEV" connectionString="connectDB=uDB; uid=db2admin; pwd=password; dbalias=uDB;"

providerName="System.Data.Odbc" />
</connectionStrings>

The connectionString is in cleartext, allowing anyone who can read the file access to the database.

Example 2:

The following example shows a portion of a configuration file for an ASP.Net application. This
configuration file includes username and password information for a connection to a database but
the pair is stored in plaintext.

ASP.NET Example: Bad Code

<connectionStrings>

<add name="ud_DEV" connectionString="connectDB=uDB; uid=db2admin; pwd=password; dbalias=uDB;"
providerName="System.Data.Odbc" />

</connectionStrings>

Username and password information should not be included in a configuration file or a properties
file in plaintext as this will allow anyone who can read the file access to the resource. If possible,
encrypt this information.
Potential Mitigations
Implementation
Credentials stored in configuration files should be encrypted, Use standard APIs and industry
accepted algorithms to encrypt the credentials stored in configuration files.
Relationships
Nature Type ID Name Page
ChildOf 2 Environment 700 1
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CWE-14: Compiler Removal of Code to Clear Buffers

CWE Version 2.8
CWE-14: Compiler Removal of Code to Clear Buffers

Nature Type ID Name Page
ChildOf 10 ASP.NET Environment Issues 699 8
ChildOf (V] 260 Password in Configuration File 1000 463
ChildOf 963 SFP Secondary Cluster: Exposed Data 888 1377

Taxonomy Mappings
Mapped Taxonomy Name Mapped Node Name
7 Pernicious Kingdoms ASP.NET Misconfiguration: Password in Configuration File

References
Microsoft Corporation. "How To: Encrypt Configuration Sections in ASP.NET 2.0 Using DPAPI". <
http://msdn.microsoft.com/en-us/library/ms998280.aspx >.
Microsoft Corporation. "How To: Encrypt Configuration Sections in ASP.NET 2.0 Using RSA". <
http://msdn.microsoft.com/en-us/library/ms998283.aspx >.
Microsoft Corporation. ".NET Framework Developer's Guide - Securing Connection Strings". <
http://msdn.microsoft.com/en-us/library/89211k9b(VS.80).aspx >.

CWE-14: Compiler Removal of Code to Clear Buffers

Weakness ID: 14 (Weakness Base) Status: Draft
Description
Summary
Sensitive memory is cleared according to the source code, but compiler optimizations leave the
memory untouched when it is not read from again, aka "dead store removal."
Extended Description
This compiler optimization error occurs when:
1. Secret data are stored in memory.
2. The secret data are scrubbed from memory by overwriting its contents.
3. The source code is compiled using an optimizing compiler, which identifies and removes
the function that overwrites the contents as a dead store because the memory is not used
subsequently.
Time of Introduction
¢ Implementation
¢ Build and Compilation
Applicable Platforms
Languages
« C
o C++
Common Consequences
Confidentiality
Access Control
Read memory
Bypass protection mechanism
This weakness will allow data that has not been cleared from memory to be read. If this data
contains sensitive password information, then an attacker can read the password and use the
information to bypass protection mechanisms.
Detection Methods
Black Box
This specific weakness is impossible to detect using black box methods. While an analyst could
examine memory to see that it has not been scrubbed, an analysis of the executable would not be
successful. This is because the compiler has already removed the relevant code. Only the source
code shows whether the programmer intended to clear the memory or not, so this weakness is
indistinguishable from others.
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CWE Version 2.8
CWE-14: Compiler Removal of Code to Clear Buffers

White Box
This weakness is only detectable using white box methods (see black box detection factor).
Careful analysis is required to determine if the code is likely to be removed by the compiler.
Demonstrative Examples
The following code reads a password from the user, uses the password to connect to a back-end
mainframe and then attempts to scrub the password from memory using memset().
C Example: Bad Code
void GetData(char *MFAddr) {
char pwd[64];
if (GetPasswordFromUser(pwd, sizeof(pwd))) {

if (ConnectToMainframe(MFAddr, pwd)) {
/I Interaction with mainframe

}

memset(pwd, 0, sizeof(pwd));

}

The code in the example will behave correctly if it is executed verbatim, but if the code is compiled
using an optimizing compiler, such as Microsoft Visual C++ .NET or GCC 3.x, then the call to
memset() will be removed as a dead store because the buffer pwd is not used after its value
is overwritten [18]. Because the buffer pwd contains a sensitive value, the application may be
vulnerable to attack if the data are left memory resident. If attackers are able to access the correct
region of memory, they may use the recovered password to gain control of the system.
It is common practice to overwrite sensitive data manipulated in memory, such as passwords or
cryptographic keys, in order to prevent attackers from learning system secrets. However, with the
advent of optimizing compilers, programs do not always behave as their source code alone would
suggest. In the example, the compiler interprets the call to memset() as dead code because the
memory being written to is not subsequently used, despite the fact that there is clearly a security
motivation for the operation to occur. The problem here is that many compilers, and in fact many
programming languages, do not take this and other security concerns into consideration in their
efforts to improve efficiency.
Attackers typically exploit this type of vulnerability by using a core dump or runtime mechanism to
access the memory used by a particular application and recover the secret information. Once an
attacker has access to the secret information, it is relatively straightforward to further exploit the
system and possibly compromise other resources with which the application interacts.
Potential Mitigations

Implementation

Store the sensitive data in a "volatile" memory location if available.
Build and Compilation

If possible, configure your compiler so that it does not remove dead stores.
Architecture and Design

Where possible, encrypt sensitive data that are used by a software system.

Relationships

Nature Type ID Name Page
ChildOf 2 Environment 699 1
700
ChildOf 503 Byte/Object Code 699 849
ChildOf 633  Weaknesses that Affect Memory 631 981
ChildOf 729 OWASP Top Ten 2004 Category A8 - Insecure Storage 711 1119
ChildOf (B 733 Compiler Optimization Removal or Modification of Security- 1000 1129
critical Code

ChildOf 747 CERT C Secure Coding Section 49 - Miscellaneous (MSC) 734 1137
ChildOf 883 CERT C++ Secure Coding Section 49 - Miscellaneous (MSC) 868 1318
ChildOf 963 SFP Secondary Cluster: Exposed Data 888 1377
MemberOf 884 CWE Cross-section 884 1319
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CWE-15: External Control of System or Configuration Setting

CWE Version 2.8
CWE-15: External Control of System or Configuration Setting

Affected Resources

* Memory
Taxonomy Mappings
Mapped Taxonomy Name Node ID Fit Mapped Node Name
7 Pernicious Kingdoms Insecure Compiler Optimization
PLOVER Sensitive memory uncleared by compiler
optimization
OWASP Top Ten 2004 A8 CWE More Specific Insecure Storage
CERT C Secure Coding MSCO06-C Be aware of compiler optimization when
dealing with sensitive data
CERT C++ Secure Coding MSCO06- Be aware of compiler optimization when
CPP dealing with sensitive data
Software Fault Patterns SFP23 Exposed Data
References

[REF-11] M. Howard and D. LeBlanc. "Writing Secure Code". Chapter 9, "A Compiler Optimization
Caveat" Page 322. 2nd Edition. Microsoft. 2002.

Michael Howard. "When scrubbing secrets in memory doesn't work". BugTrag. 2002-11-05. <
http://cert.uni-stuttgart.de/archive/bugtraq/2002/11/msg00046.html >.

Michael Howard. "Some Bad News and Some Good News". Microsoft. 2002-10-21. < http://
msdn.microsoft.com/library/default.asp?url=/library/en-us/dncode/html/secure10102002.asp >.
Joseph Wagner. "GNU GCC: Optimizer Removes Code Necessary for Security”. Bugtraq.
2002-11-16. < http://www.derkeiler.com/Mailing-Lists/securityfocus/bugtraq/2002-11/0257.html >.

CWE-15: External Control of System or Configuration
Setting

Weakness ID: 15 (Weakness Base) Status: Incomplete
Description
Summary
One or more system settings or configuration elements can be externally controlled by a user.
Extended Description
Allowing external control of system settings can disrupt service or cause an application to behave
in unexpected, and potentially malicious ways.
Time of Introduction
¢ Implementation
Modes of Introduction
Setting manipulation vulnerabilities occur when an attacker can control values that govern the
behavior of the system, manage specific resources, or in some way affect the functionality of the
application.
Common Consequences
Other
Varies by context
Demonstrative Examples
Example 1:
The following C code accepts a number as one of its command line parameters and sets it as the
host ID of the current machine.
C Example: Bad Code

;éthostid(argv[l]);

Although a process must be privileged to successfully invoke sethostid(), unprivileged users may
be able to invoke the program. The code in this example allows user input to directly control the
value of a system setting. If an attacker provides a malicious value for host ID, the attacker can
misidentify the affected machine on the network or cause other unintended behavior.
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CWE Version 2.8
CWE-16: Configuration

Example 2:

The following Java code snippet reads a string from an HttpServietRequest and sets it as the
active catalog for a database Connection.

Java Example: Bad Code

conn.setCatalog(request.getParameter(“catalog"));

In this example, an attacker could cause an error by providing a nonexistent catalog name or
connect to an unauthorized portion of the database.
Potential Mitigations

Architecture and Design

Separation of Privilege
Compartmentalize the system to have "safe" areas where trust boundaries can be unambiguously
drawn. Do not allow sensitive data to go outside of the trust boundary and always be careful when
interfacing with a compartment outside of the safe area.
Ensure that appropriate compartmentalization is built into the system design and that the
compartmentalization serves to allow for and further reinforce privilege separation functionality.
Architects and designers should rely on the principle of least privilege to decide when it is
appropriate to use and to drop system privileges.

Implementation

Architecture and Design
Because setting manipulation covers a diverse set of functions, any attempt at illustrating it will
inevitably be incomplete. Rather than searching for a tight-knit relationship between the functions
addressed in the setting manipulation category, take a step back and consider the sorts of system
values that an attacker should not be allowed to control.

Implementation

Architecture and Design
In general, do not allow user-provided or otherwise untrusted data to control sensitive values. The
leverage that an attacker gains by controlling these values is not always immediately obvious, but
do not underestimate the creativity of the attacker.

Relationships

Nature Type ID Name Page

ChildOf 2 Environment 699 1

ChildOf (C) 20 Improper Input Validation 700 18

ChildOf [C] 610 Externally Controlled Reference to a Resource in Another 1000 957
Sphere

ChildOf ® 642 External Control of Critical State Data 1000 993

ChildOf 994 SFP Secondary Cluster: Tainted Input to Variable 888 1391

Taxonomy Mappings
Mapped Taxonomy Name Node ID Mapped Node Name

7 Pernicious Kingdoms Setting Manipulation
Software Fault Patterns SFP25 Tainted input to variable
Related Attack Patterns
CAPEC-ID Attack Pattern Name (CAPEC Version 2.6)
13 Subverting Environment Variable Values
69 Target Programs with Elevated Privileges
76 Manipulating Input to File System Calls
77 Manipulating User-Controlled Variables
146 XML Schema Poisoning

CWE-16: Configuration

15
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CWE-16: Configuration

CWE Version 2.8
CWE-16: Configuration

Description
Summary
Weaknesses in this category are typically introduced during the configuration of the software.
Detection Methods
Automated Static Analysis - Binary / Bytecode
SOAR Partial
According to SOAR, the following detection techniques may be useful;
Cost effective for partial coverage:
Rebuild & Compare
Dynamic Analysis with automated results interpretation
SOAR High
According to SOAR, the following detection techniques may be useful:
Highly cost effective:
Network Vulnerability Scanner — scan for already-known vulnerabilities for specific products
Host-based Vulnerability Scanners — Examine configuration for flaws, verifying that audit
mechanisms work, ensure host configuration meets certain predefined criteria
Web Application Scanner
Web Services Scanner
Database Scanners
Cost effective for partial coverage:
Network Scanner - id (sub)systems & ports. (what systems are there, ports up? Should they
be?)
Dynamic Analysis with manual results interpretation
SOAR High
According to SOAR, the following detection techniques may be useful:
Highly cost effective:
Fuzz Tester
Framework-based Fuzzer
Manual Static Analysis - Source Code
SOAR High
According to SOAR, the following detection techniques may be useful:
Highly cost effective:
Focused Manual Spotcheck - Focused manual analysis of source
Manual Source Code Review (not inspections)
Automated Static Analysis - Source Code
SOAR Partial
According to SOAR, the following detection techniques may be useful:
Cost effective for partial coverage:
Source code Weakness Analyzer
Context-configured Source Code Weakness Analyzer
Automated Static Analysis
SOAR High
According to SOAR, the following detection techniques may be useful:
Highly cost effective:
Configuration Checker
Cost effective for partial coverage:
Origin Analysis
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CWE Version 2.8
CWE-17: Code

Architecture / Design Review
SOAR High
According to SOAR, the following detection techniques may be useful:
Highly cost effective:
Inspection (IEEE 1028 standard) (can apply to requirements, design, source code, etc.)
Cost effective for partial coverage:
Attack Modeling
Relationships

Nature Type ID Name Page

ChildOf 1 Location 699 1

ChildOf 933  OWASP Top Ten 2013 Category A5 - Security 928 1359
Misconfiguration

MemberOf 635 Weaknesses Used by NVD 635 983

Taxonomy Mappings
Mapped Taxonomy Name Node ID Mapped Node Name
WASC 14 Server Misconfiguration
WASC 15 Application Misconfiguration

CWE-17: Code

Category ID: 17 (Category) Status: Draft
Description
Summary
Weaknesses in this category are typically introduced during code development, including
specification, design, and implementation.
Relationships

Nature Type ID Name Page
ChildOf 1 Location 699 1
ParentOf 18 Source Code 699 17
ParentOf 503 Byte/Object Code 699 849
ParentOf [C] 657  Violation of Secure Design Principles 699 1017
CWE-18: Source Code
Category ID: 18 (Category) Status: Draft
Description
Summary

Weaknesses in this category are typically found within source code.
Relationships

Nature Type ID Name Page
ChildOf 17 Code 699 17
ParentOf 19 Data Handling 699 18
ParentOf [C] 227 Improper Fulfillment of API Contract (API Abuse’) 699 418
ParentOf 254 Security Features 699 452
ParentOf 361 Time and State 699 626
ParentOf 388 Error Handling 699 669
ParentOf ® 398 Indicator of Poor Code Quality 699 684
ParentOf 417 Channel and Path Errors 699 722
ParentOf 429 Handler Errors 699 738
ParentOf 438 Behavioral Problems 699 752
ParentOf 442  Web Problems 699 755
ParentOf 445 User Interface Errors 699 759
ParentOf 452 Initialization and Cleanup Errors 699 766
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CWE-19: Data Handling

CWE Version 2.8
CWE-19: Data Handling

Nature Type ID Name Page
ParentOf 465 Pointer Issues 699 782
ParentOf ® 485 Insufficient Encapsulation 699 819

Taxonomy Mappings
Mapped Taxonomy Name Mapped Node Name

Landwehr Source Code
CWE-19: Data Handling
Category ID: 19 (Category) Status: Draft
Description

Summary

Weaknesses in this category are typically found in functionality that processes data.
Relationships

Nature Type ID Name Page
ChildOf 18 Source Code 699 17
ParentOf [C] 20 Improper Input Validation 699 18
ParentOf (C) 116 Improper Encoding or Escaping of Output 699 217
ParentOf [C] 118 Improper Access of Indexable Resource (‘Range Error’) 699 225
