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Security advisories
Vendors and leading 
security organizations 
publish security advisories 
that warn of current threats 
and system vulnerabilities.

Definitions are generated
Specific machine configuration 
details from Advisory and 
Policy documents are extracted 
and encoded as an OVAL 
Definition.

Configuration policy
Government agencies 
such as NSA and NIST 
develop “Best Practices” 
policy for system security.

Data collected from systems
OVAL Definitions are structured to 
indicate what configuration 
information needs to be collected 
from an individual system.

Analysis results 
Results of analysis are 
formatted as an OVAL 
Results document.

Analysis 
The OVAL Definitions from Step 2 
and the System Characteristics 
from Step 3 are compared to 
determine if the current system 
state is vulnerable or not.
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A commercial vulner-
ability scanner can read 
OVAL Definitions and use 
them to gather configu-
ration information to 
generate a system char-
acteristics file.

Using the OVAL 
Definitions and OVAL 
System Characteristics 
files, commercial 
vulnerability scanner 
performs the OVAL 
Analysis and generates 
OVAL Results.

Benefits
OVAL enables 
transparency and 
interoperability 
in security auto- 
mation content 
and tools.

Community
An active and 
dedicated 
community extends 
OVAL to support 
new platforms and 
use cases as needed. 

Adoption
Domestic and 
international 
organizations 
declare support 
for OVAL across 
more than 55 
products and 
services.

oval.mitre.org


